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About me – Klaus Gebeshuber
» Study of Electronic Engineering / Computer Science
» Industrial Software Development / Warehouse Logistics

» Lectures @ FH JOANNEUM – IT & Mobile Security Kapfenberg
» Network Technologies
» IT-Security
» Ethical Hacking
» Network Security

» Research Activities
» Industrial Penetration Testing
» Wireless Security
» 0day hunting

» Industrial Certifications
» OSCP, OSCE, CISSP, OSWP, CCNA, eCPPT, CSM, eMAPT
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Cyberattacks in Austria

October 16, 20233 https://konbriefing.com/de-topics/cyber-angriffe-2022-cny-oesterreich.html
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Cyberattacks in Austria
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Large Scale Attacks - FireEye / Solar Winds
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18.000 Customer
Cisco
Microsoft
Intel
Nvidia, 
VMWare
AT&T, 
Malwarebytes
Crowdstrike, 
FireEye,…
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Large Scale Attacks - Log4J – Log4Shell
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https://www.prplbx.com/static/1dca18
fdbead9a7930cfd47e70448ca7/b8471
/log4j-vulnerability-exploitation-
illustration-cve-2021-44228-.png



| |

Who are the enemies?

» Script Kiddies

» Hacktivists

» Employees

» Former Employees

» Military, Governments

» Competitors

» Organized Crime
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Ransomware
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Description

Pressure

Payment
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https://de.sputniknews.com/panorama/20170628316360307-warum-das-neue-virus-gefaehrlicher-als-seine-vorgaenger-ist/

https://www.heise.de/security/meldung/Petya-Attacke-oder-NotPetya-Erstes-Angriffsziel-offenbar-in-der-Ukraine-3757496.html
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https://www.youtube.com/watch?v=wQ8HIjkEe9o

MeDoc-NotPetya

4000 Server
45000 Client Systems
2500 Programs
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Colonial Pipeline US - Ransomware

» DarkSide Ransomware (RU)

» Initial Attack – Reused VPN 
Password

» Data Exfiltration & Encryption

» Ransom: 
- 75 Bitcoins paid – 4,4Mio$
- 63,7 Bitcoins recovered – 2,4Mio$

12

https://en.wikipedia.org/wiki/Colonial_Pipeline_cyber_attack
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https://twitter.com/CryptoInsane/status/1134727041826377729/photo/1
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Initial infection
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Phishing, Spear Phishing
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https://www.edts.com/edts-blog/15-examples-of-phishing-emails-from-2016-2017
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SMS Phishing

https://www.post.at/co/c/gefahren-im-internet#1394339386
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Phishing – Click on a malicious link
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Social engineering
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CEO Fraud

» Deception of employees

» Exploitation of the authority 

relationship

» 2016 – FACC 52 Mio Eur

» 2019 – CEO Voice synthesis!

» 2022 – Deep fake video

22

http://blog.tempest.com.br/static/attachments/joao-paulo-campello/increase-in-ceo-fraud-attacks-highlights-risks-to-corporate-envs/1.png
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https://www.youtube.com/watch?v=opRMrEfAIiI

Just asking for passwords
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USB devices
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USB devices
» Very cheap devices

» Placed in front of the 

door

» Scattered in the parking 

lot

» Placed in the toilet

» Sent as gift

» …
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© Thomas Hackner BreakinIn Security Forum Hagenberg

Excel with Macros

CV.pdf.exe
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USB devices
» Special USB devices

» Acts as a keyboard

» Can type everything

» Cheap device
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© Thomas Hackner BreakinIn Security Forum Hagenberg
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Bad USB Devices

October 16, 202328



| |October 16, 202329



| |

Passwords
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Password protection

» Most commonly used passwords
» 123456
» 12345
» 123456789
» password
» iloveyou
» abc123
» qwerty
» names, pets name, company 

terms, date of birth,…
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https://pixabay.com/
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Password complexity

» Time to crack your password

» (06) Easter 4 seconds

» (07) Easter2 14 minutes

» (08) Easter20 15 hours

» (09) Easter201 39 days

» (10) Easter2019 6 years

» (10) easter2019 10 days

» (11) Easter20191 412 years

» (11) Easter2019& 4000 years
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| |

Password cracking

» hashcat – GPU cracker

» 500 Mrd. MD5 hashes/s

» Wordlists

» Rules

» Masks

» Brute force

» Rainbow tables

» Cloud services

» Password spraying – Summer2024
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Password reuse

» Use of the same password many 
times on different platforms

» Company
» Private eMail account
» Use of an easy to guess password 

scheme
» Secu3e_mail
» Secu3e_private
» Password spraying
» Wintern2024, Summer2024,…
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How to create a strong password (and remember it)

» Passwort Manager

» KeePass

» BitWarden

» LastPass

» 1Password

» ...
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2 Factor authentication

https://de.wikipedia.org/wiki/Google_Authenticator

http://askubuntu.com/questions/193248/google-authenticator-for-desktop-lightdm-or-gdm-plugin
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How to protect myself?

» Anti virus protection

» Firewalls + rules (in/out)

» Patch management (security updates)

» Password policy

» Data backup

» Offline storage of backup data!

» Regular security checks

» Healthy mistrust

» Network segmentation!
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Vielen Dank!


